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DETAILED ACTION 
Continued Examination Under 37 CFR LI 14 

A request for continued examination under 37 CFR 1,114, including the fee set forth in 
37 CFR 1 .17(e), was filed in this application after final rejection. Since this application is 
eligible for continued examination under 37 CFR 1.114, and the fee set forth in 37 CFR 1.17(e) 
has been timely paid, the finality of the previous Office action has been withdrawn pursuant to 
37 CFR 1.114. Applicant's submission filed on 03/20/07 has been entered. 



Response to Arguments 

Applicant's arguments filed 03/20/07 have been fully considered. The newly cited 
reference, Davis, is used to overcome the deficiencies of Wasilewski that are created by the 
newly added limitation. 

Claim Rejections - 35 USC §103 

The following is a quotation of 35 U.S.C. 103(a) which fomis the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences benveen the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

1 . Claims 1-3, 5-6, 8-10, and 12-13 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Wasilewski et al (6,157,719) and further in view of Davis (6,058,478). 

In reference to claims I and 8, Wasilewski discloses a method for the controlled delivery 
of digital services to a user, wherein said services are identified by respective stream of encoded 
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digital data emitted by said plurality providers (column 4 lines 20-23) and the user is provided 
with a receiver to receive said digital data streams from said plurality providers (Fig. 1), the 
receiver being selecti vely enabled to make use of determined services of a given provider 
(column 4 lines 41-50). The system includes a single removable user unit to be associated to 
said receiver for enabling the use of respective detennined services of the provider (Fig. 12 in 
combination with column 21 lines 15-27). An identifying code is incorporated into the digital 
data stream for the user to enabled to receive said detennined services (column 4 line 64 to 
column 5 line 1 3). The single removable user unit is associated to a processing function capable 
of security fimctions by exploiting said identifying code to enable the receiver of the user to 
make use of said detennined services (column 5 lines 23-27). 

Wasilewski does not expressly disclose incorporating into the digital data streams 
respective enabling algorithms to be selectively loaded into the smart card of Wasilewski. 

Davis discloses a cryptographic device being remotely modified only by proper 
authorization (abstract). Davis further discloses selectively loading said enabling algorithm into 
the user unit of each of the selective users (column 8 lines 1 5-20) based on the respective 
identifying codes, upgrade signature (column 9 lines 30-51). The enabling algorithm is 
generated by the provider and specific to the provider (column 9 lines 1-30). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to modify the servers of Wasilewski to create the upgrade or modify cryptographic 
algorithm by an authorized entity as in Davis. One of ordinary skill in the art would have been 
motivated to do this because it may be possible to ease export restrictions and allow regional 
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licenses for such modifiable cryptographic devices which would greatly reduce the costs 
associated with heightened regulated supervision (Davis column 2 lines 1-11). 

In reference to claims 2 and 9 wherein the single removable user unit is configured as a 
movable processing support uniquely assigned to the user (column 21 lines 11-14). 

In reference to claims 3 and 10, wherein the single removable user unit configured as a 
smart card (column 21 lines 11-14). 

In reference to claims 6 and 13 wherein the enabling algorithm is incorporated into a 
stream of private data within said data streams (Davis column 7 lines 34-50), 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to modify the servers of Wasilewski to create the upgrade or modify cryptographic 
algorithm by an authorized entity as in Davis. One of ordinary skill in the art would have been 
motivated to do this because it may be possible to ease export restrictions and allow regional 
licenses for such modifiable cryptographic devices which would greatly reduce the costs 
associated with heightened regulated supervision (Davis column 2 lines 1-11). 

In reference to claims 5 and 12. Wasilewski teaches of a system for conditional access 
where the service provider sends data streams in MPEG format, column 1 8, lines 32-35. The 
receiver extracts the EMM message from the data stream, column 5 lines 9-13, where it stores 
the information from the EMM, therefore must extract the information. It uses a control word 
that includes authorization information from the EMM, therefore it interprets the identification 
code contained in the EMM message, column 4 lines 52-58. Waslewski teaches of an algorithm 
that generates the control word, which is used to decrypt the information, if the subscriber is 
entitled to watch the program, thus an enabling algorithm that is on the basis of the 
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authentication infomiation (identification code). Wasilewski teaches a smart card and therefore 
a removable algorithm 

2. Claims 7 and 14 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Wasilewski and Davis as applied to claims 3 and 13 above, and further in view of Spies (6, 055, 
314), 

Wasilewski and Davis do not expressly teach the processor transmitting information 
about the delivery of the service itself. 

The system described by Spies can be activated by the user unit to transmit infomiation 
about the confirmation of the purchase request, thus about the delivery of the service. 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to send infomiation about the purchase as in Spies in the system of Wasilewski. 
One of ordinary skill in the art would have been motivated to do this because it would enable the 
system to carry out error checking and correct infomiation that was not received correctly. 

3. Claims 4 and 11 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Wasilewski aiid Davis as applied to claims 1 and 8 above, and further in view of Jones et al (5, 
623, 637). 

Wasilewski and Davis do not expressly disclose a system with a trusted middleware 
function in the reception means and a trusted middleware function in the dynamic part. 

Jones discloses an embodiment of a system where trusted software cames out an 
authentication algoritlim on the IC card (smart card) as well as on the host, column 8 line 13-34. 
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At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to have a trusted middleware function in the static part (the host in the Jones 
system) and have a middleware in that dynamic part (the smart card). One of ordinary skill in 
the art would have been motivated to do this because the removable card allows data stored on 
the card to be made immediately available to the connected host computer, Jones column 2 lines 
23-29. 

4. Claim 15 is rejected under 35 U.S.C. 103(a) as being unpatentable over Wasilewski and 
Davis as applied to claim 8 above, and further in view of Kaplan et al (6,141 ,339). 
Wasilewski and Davis do not teach the use of Java cards. 

Kaplan teaches of Java cards used to receive applets from service nodes, column 5 lines 
59-61 . At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to use Java cards for the user unit. One of ordinary skill in the art would have 
been motivated to do this because Java applets provide the intelligence to support features, 
Kaplan column 5 lines 61-65. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Paula W. Klimach whose telephone number is (571) 272-3854. 
The examiner can normally be reached on Mon to Thr 9:30 a.m to 5:30 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (571) 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 



Applicatioii/Control Number: 09/354,080 Page 7 

Art Unit: 2135 

Infonnation regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status infonnation for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 



PWK 

Friday, May 25, 2007 
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DETAILED ACTION 
Continued Examination Under 37 CFR LI 14 

A request for continued examination under 37 CFR 1.114, including the fee set forth in 
37 CFR M7(e)5 was filed in this application after final rejection. Since this application is 
eligible for continued examination under 37 CFR 1.114, and the fee set forth in 37 CFR 1.17(e) 
has been timely paid, the finality of the previous Office action has been withdrawn pursuant to 
37 CFR 1.114. Applicant's submission filed on 03/20/07 has been entered. 

Response to Arguments 

Applicant's arguments filed 03/20/07 have been fully considered. The newly cited 
reference, Davis, is used to overcome the deficiencies of Wasilewski that are created by the 
newly added limitation. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person . 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

1. Claims 1-3, 5-6, 8-10, and 12-13 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Wasilewski et al (6,157,719) and further in view of Davis (6,058,478). 

In reference to claims J and 8, Wasilewski discloses a method for the controlled delivery 
of digital services to a user, wherein said services are identified by respective stream of encoded 
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digital data emitted by said plurality providers (column 4 lines 20-23) and the user is provided 
with a receiver to receive said digital data streams from said plurality providers (Fig. 1), the 
receiver being selectively enabled to make use of detemiined services of a given provider 
(column 4 lines 41-50). The system includes a single removable user unit to be associated to 
said receiver for enabling the use of respective detemiined services of the provider (Fig. 12 in 
combination with column 21. lines 15-27). An identifying code is incorporated into the digital 
data stream for the user to enabled to receive said determined services (column 4 line 64 to 
column 5 line 13). The single removable user unit is associated to a processing function capable 
of security functions by exploiting said identifying code to enable the receiver of the user to 
make use of said detemiined services (column 5 lines 23-27). 

Wasilewski does not expressly disclose incorporating into the digital data streams 
respective enabling algorithms to be selectively loaded into the smart card of Wasilewski, 

Davis discloses a cryptographic device being remotely modified only by proper 
authorization (abstract). Davis further discloses selectively loading said enabling algorithm into 
the user unit of each of the selective users (column 8 lines 15-20) based on the respective 
identifying codes, upgrade signature (column 9 lines 30-51). The enabling algorithm is 
generated by the provider and specific to the provider (column 9 lines 1-30). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to modify the servers of Wasilewski to create the upgrade or modify cryptographic 
algorithm by an authorized entity as in Davis. One of ordinary skill in the art would have been 
motivated to do this because it may be possible to ease export restrictions and allow regional 
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licenses for such modifiable cryptographic devices which would greatly reduce the costs 
associated with heightened regulated supervision (Davis column 2 lines 1-11). 

In reference to claims 2 and 9 wherein the single removable user unit is configured as a 
movable processing support uniquely assigned to the user (column 21 lines 11-14). 

In reference to claims 3 and 10, wherein the single removable user unit configured as a 
smart card (column 21 lines 11-14), 

In reference to claims 6 and 13 wherein the enabling algorithm is incoiporated into a 
stream of private data within said data streams (Davis column 7 lines 34-50), 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to modify the servers of Wasilewski to create the upgrade or modify cryptographic 
algorithm by an authorized entity as in Davis. One of ordinary skill in the art would have been 
motivated to do this because it may be possible to ease export restrictions and allow regional 
licenses for such modifiable cryptographic devices which would greatly reduce the costs 
associated with heightened regulated supervision (Davis column 2 lines 1-11). 

In reference to claims 5 and 12. Wasilewski teaches of a system for conditional access 
where the service provider sends data streams in MPEG format, column 18. lines 32-35, The 
receiver extracts the EMM message from the data stream, column 5 lines 9-13, where it stores 
the infonnation from the EMM, therefore must extract the information. Tt uses a control word 
that includes authorization infomiation from the EMM, therefore it inteiprets the identification 
code contained in the EMM message, column 4 lines 52-58. Waslewski teaches of an algorithm 
that generates the control word, which is used to decrypt the information, if the subscriber is 
entitled to watch the program, thus an enabling algorithm that is on the basis of the 
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authentication information (identification code). Wasilewski teaches a smart card and therefore 
a removable algorithm 

2. Claims 7 and 14 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Wasilewski and Davis as applied to claims 3 and 13 above, and further in view of Spies (6, 055, 
314). 

Wasilewski and Davis do not expressly teach the processor transmitting infomiation 
about the delivery of the service itself. 

The system described by Spies can be activated by the user unit to transmit infomiation 
about the confirmation of the purchase request, thus about the delivery of the service. 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to send information about the purchase as in Spies in the system of Wasilewski. 
One of ordinary skill in the art would have been motivated to do this because it would enable the 
system to carry out error checking and correct infomiation that was not received correctly. 

3. Claims 4 and 11 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Wasilewski and Davis as applied to claims 1 and 8 above, and further in view of Jones et al (5, 
623, 637), 

Wasilewski and Davis do not expressly disclose a system with a trusted middleware 
function in the reception means and a trusted middleware function in the dynamic part. 

Jones discloses an embodiment of a system where trusted software caixies out an 
authentication algoritlini on the IC card (smart card) as well as on the host, column 8 line 13-34. 
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At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to have a taisted middleware fimction in the static part (the host in the Jones 
system) and have a middleware in that dynamic part (the smart card). One of ordinary skill in 
the art would have been motivated to do this because the removable card allows data stored on 
the card to be made immediately available to the connected host computer, Jones column 2 lines 
23-29. 

4. Claim 15 is rejected under 35 U.S.C. 103(a) as being unpatentable over Wasilewski and 
Davis as applied to claim 8 above, and further in view of Kaplan et al (6,141,339). 
Wasilewski and Davis do not teach the use of Java cards. 

Kaplan teaches of Java cards used to receive applets from sei*vice nodes, column 5 lines 
59-61 . At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to use Java cards for the user unit. One of ordinary skill in the art would have 
been motivated to do this because Java applets provide the intelligence to support features, 
Kaplan column 5 lines 61-65. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Paula W. Klimach whose telephone number is (571) 272-3854, 
The examiner can normally be reached on Mon to Thr 9:30 a.m to 5:30 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (571) 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 
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Infomiation regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-21 7-9197 (toll-free). 
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Friday, May 25, 2007 
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